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A cybersecurity handbook for corporate
directors
The C-suite should not leave complete control of technology to the techies but
assume rigorous oversight from day one
Justin Greis, Daniel Wallance

The risks of cybersecurity lapses are well known, from flight cancellations to
ransomware demands to run-of-the-mill ever-present (though still troubling) data
breaches. In 2023, known ransomware payments hit a record $1.1 billion. IBM
research  found a 71% increase in cyberattacks that used stolen or compromised
credentials. A survey by McKinsey and the Institute of International Finance
found that even among financial service companies, which are well aware that they

Cyberattacks often occur during technological change, such as migrating to cloud storage or when factories
adopt connected sensors. That means that the board must be attuned to what the company is doing, and
what vulnerabilities may be exposed as a result.

https://www.securityinfowatch.com/security-executives
https://www.securityinfowatch.com/cybersecurity/contact/55154534/justin-greis
https://www.securityinfowatch.com/cybersecurity/contact/55156838/daniel-wallance
https://go.chainalysis.com/crypto-crime-2024.html
https://www.ibm.com/reports/threat-intelligence
https://www.ibm.com/reports/threat-intelligence
https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/the-cyber-clock-is-ticking-derisking-emerging-technologies-in-financial-services
https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/the-cyber-clock-is-ticking-derisking-emerging-technologies-in-financial-services


are prone to attack, their capabilities are often no match for the skills of well-
organized and expert cyber criminals.

Launching a cyberattack is relatively easy, and attackers have the luxury of failure:
they only need to succeed occasionally. The implication is that the defenses need to be
at least as determined as the assaults. And for that to happen, boards are in a unique
position to play an active oversight role. Here are three principles to keep in mind.

Ignorance is not an option

In 2023, the U.S. Securities and Exchange Commission required U.S. public
companies and foreign private issuers to promptly report important cybersecurity
incidents and describe their cyber-risk management processes. Companies are also
required to set out how boards oversee cyber risks.

To meet these regulations, boards should know enough to be able to ask good
questions about the maturity of the cybersecurity program, the potential business
impact of different scenarios, and the company’s level of risk tolerance.

On the latter, there can be a significant difference in cost, strategy, and focus between
no tolerance and low tolerance. There can also be some combination, such as zero
tolerance for downtime, and limited tolerance for small-scale breaches that affect only
a few customers. Making such trade-offs is squarely within the oversight purview of
boards.

Cyberattacks often occur during technological change, such as migrating to cloud
storage, or when factories adopt connected sensors. That means that the board must
be attuned to what the company is doing, and what vulnerabilities may be exposed as
a result. Specifically, boards need to know managing is tracking where the company’s
IT (hardware and software), operational, and digitized factory assets are.

Finally, it can be helpful to engage in activities such as incident response exercises or
cyber simulations to understand better how threats can play out and how well the
company’s cybersecurity program is operating.

See cybersecurity as a competitive differentiator
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McKinsey studied 114 companies, ranking their cybersecurity on a scale of 1 to 4. Only
10% were in a position to defend themselves against cyber threats. Why? Major
reasons include underfunding, lack of knowledge, and lack of strategy. A board can
weigh in on these areas.

It is not only a matter of protection but also of importance. When a company endures
a well-publicized data breach or cyber-strike, that shakes the confidence of its
customers and suppliers—and often its stock price.

Doing the things that help different stakeholders sleep at night is good in and of itself
and for performance. As with all important questions, it is a matter of asking what
needs to be done, by whom, and how.

Set priorities

No organization can do everything at once. With that in mind, the question for boards
is: what should be done first? We believe the goal should be for management to
develop a risk-based, business-backed cybersecurity strategy. That means starting by
protecting the things that matter most— data privacy and availability for financial
services, for example, or manufacturing processes. Once that is done, it is possible to
move on to more sophisticated efforts, such as embedding security into products and
systems development. It’s important that the controls and processes that are put in
place do not stifle internal innovation—something that can give cybersecurity efforts a
bad rap. That’s why these initiatives should be led by people with a business mindset.

In addition, boards should ensure that their organization is compiling a cyber-risk
portfolio, and then review it regularly to ensure that decisions are made consistent
with the risks identified. To get a sense of identifying

No organization can do everything at once.
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priorities, the question is: If we obtained additional resources, how would we allocate
them? One area to look at is third- and fourth-party risk, meaning important vendors
that, if attacked, could bring devastating consequences to their customers.

The Technology Conundrum

It's a conundrum: the more companies use technology, the more they open
themselves to new kinds of cyberattacks. The solution is to build robust and flexible
defenses. This will be difficult, given the ever-changing regulatory environment and
the ever-faster pace of technological progress.

But boards cannot leave this responsibility to the techies. Rather, they should
embrace it through their oversight role. Working with the executive team, the board’s
role is to negotiate the tricky interplay around usability, security, and cost, and
to ensure that the whole senior management team is prepared.

The best outcome, of course, is for nothing of material significance to happen. And
the best way to get there is to act as if cybercriminals are always around the corner—
because they are.

”
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